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1. INTRODUCTION
This document descripts the install or setting procedure for the features:
e DOD mode installation and configure (Advanced cyber security controls)
e Malware Protection (manager mode)

e Malware Protection (standalone license mode)
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2. CHANGE OS PASSWORD AT FIRST BOOT UP IN DOD MODE

1. Install Advanced cyber security control option by license.

2. Wait for 7 to 10 minutes to complete DoD installation then reboot the system to apply
DoD configurations.

3. Once application start, the “OS Password reset” Ul screen will get displayed.

1% Password Manager

Reset OS Password

User name p, .
Select v

New Password

Re-Type Password

© 2020 GE Healthcare

4. Change the OS password for root and ctuser.

System enforces the following password strength rules:
a.All passwords must have a minimum of 15 alphanumeric characters.
b.All passwords must have at least one uppercase alphabetic character
c.All passwords must have at least one lowercase alphabetic character
d.All passwords must have at least one numeric character
e.All passwords must have at least one non-alphanumeric special character
f. Passwords must not contain more than three consecutive repeating characters
g.The default passwords cannot be used
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l@' Password Manager

Reset OS Password

Iy User name
root v

P d must have
¢ 1 numbers

7 1 lowercase |etters
New Password

# 15 or more characters

» 1 special character (ex- |@#$%"&*2. )

v 1 uppercase letters

Re-Type Password

5. Application starts automatically once the OS password change is successful.
6. System will display the EA3 Login Ul with DoD banner.

GE Healthcare®

You are accessing a U.S. Gavernment (USG) mmmuumhw &

use only. By using this IS (which inchudes any devi

conditions:- The USG routinely it Hl purp

but nat limited to, p testing, ¢ itoring, perati defense, p |
(PM), (LE), and any time, the USG

mmmmmwuumxmmumwumusnm

and may be di us=d for any

USG-authorized purpose.-This 15 includes security measunes (e.q.,

Wm«ﬁmmwwmwmwm
psychotherapists, or clergy, and their assistants. Such communications and work product
confidential, See User Agreement for details.

© 2016 General Electric Company - All Rights Reserved
e (e [
pusmor | | v |

S —

7. Login as admin. Once successfully authenticated, system enforces to change admin
default password.
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8. After successfully changed admin default password, login as admin again with new
password. The CT apps will start.

3. CHANGING AN OS ACCOUNT PASSWORD

It is recommended that site user administrators change the default OS user account passwords after
every SW installation for root, ctuser and insite.

0S Password Change Ul allows user with administrator or GE service privileges to change OS
password for root, ctuser and insite user accounts.

Once software is installed, Site administrator or GE Service user can change the OS Passwords
anytime at their discretion. Following are the steps to be followed:

1. Login to HIPAA/EA3 as a user with administrator or GE Service privileges.
2. From the Utilities Menu, select Service to open the service desktop application.

3. Select Utilities Tab, select Security Center.
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Service Desktop - Mozilla Firefox

Errar Logs ics Image Quality Callibration Configuration Replacement PM

3 r r ey 7 .

Figure 1: Service Desktop

4. On Security Center Dashboard, select OS Password Change from Application Tab.
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SecurityCenter - Mozilla Firefox

i \%' Security Center i1 Applications v

File Integrity App Audit HIPAA Firewall Antivirus 0S Audit

[ oFF ] stopped Disabled

n ) 3} ) 0 (3}
2 9 2 2 2 e,

2| Last Logon [ fE ° Storage status
50
& Security Profile BASIC 9 .
. = 00 WS 9 0t ) & et Lt
@ Last Integrity check 2020-01-10 05:00:33 5 e oo ‘\);Q‘Sf) i::““::*‘ o
e
G SW/HW info 19BW19.38.N40_PN_CN64_Mercury64_G_GTL 9
B Last0S Audit Backup Not Available 5 Security status
100
@ Security Version MC31.1 9 .
O . Stopped by User Mon 13 Jan 2020 11:26:59 AM *
Last antivirus scan IST #] 9 ”e .

fil acc aud os_ os_ ser net

© 2020 GE Healthcare

Figure 2: Security Center

Note:

1) Application tab is not displayed when the current user doesn’'t have EA3 admin or GE Service role.

2) In Advanced Cyber Security Control mode security profile will be shown DOD.

3) In Advanced Cyber Security Control mode insite user will not be there in the username drop down
since it has disabled in DoD mode.

5. Select the OS user account (root, ctuser, insite [Disabled in DoD Mode] ) from User Name
drop down

6. Enter the Old Password

7. Enter the New Password that complies with rules defined in Error! Reference source not
found. chapter in the New Password field and Retype New Password

8. Click Submit. A message will be displayed to indicate that password changed successfully
or why the password change was not accepted.
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SecurityCenter - Mozilla Firefox

it Applications v

© 2020 GE Healthcare

OS Password Change

User name

‘ Select v ]

Password
New Password

Re-Type Password

Figure 3: OS Password Change GUI

System enforces the following password strength rules in Basic mode:

S@ "o o0 oTQ

All passwords must have a minimum of 8 (normal) alphanumeric characters.

All passwords must have at least one uppercase alphabetic character

All passwords must have at least one lowercase alphabetic character

All passwords must have at least one numeric character

All passwords must have at least one non-alphanumeric special character

Passwords must not contain more than three consecutive repeating characters

The default passwords cannot be used

Password must require the change of at least four (4) of the total number of characters
when passwords are changed.

System enforces the following password strength rules in Advanced cyber security control mode:

S@ ™m0 o0 oTQ

All passwords must have a minimum of 15 alphanumeric characters.

All passwords must have at least one uppercase alphabetic character

All passwords must have at least one lowercase alphabetic character

All passwords must have at least one numeric character

All passwords must have at least one non-alphanumeric special character
Passwords must not contain more than three consecutive repeating characters
The default passwords cannot be used

Password must require the change of at least eight (8) of the total number of
characters when passwords are changed.
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If new password does not meet the above stated “password strength rules”, the system

displays an error message as shown below and the password is not changed.

4. RESETTING AN OS USER ACCOUNT PASSWORD

Forgot Password / OS Password Reset Ul allows user with administrator and service privileges
to reset OS password for root and ctuser user accounts when the present passwords for those
accounts are not known or forgotten

1)
2)
3)
4)

5)
6)

Login to EA3/HIPAA authentication page as administrator role or GE service role
From Utilities Menu, select Service, to open the service desktop.

Select Utilities Tab, select Security Center.

Select OS Password Reset menu item from Application Tab.

Note: Application tab is not displayed when the current user doesn’t have EA3 admin
or GE Service role.

Select the user account (root, ctuser, insite) from User Name drop down
Enter the New Password that complies with rules defined in Error! Reference source not
found. chapter in the New Password field and Retype New Password

If new password does not meet the password strength rules, the system displays an error message
and the password is not changed.

7)

8)

Click Submit button. A message will be displayed to indicate Password Changed Successfully
or why the password change was not accepted.
Close the SecurityCenter once done.
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SecurityCenter - Mozilla Firefox

A Home iii Applications v

OS Password Reset

Figure 4: Reset OS Password Ul

5. RESETTING AN APPLICATION ADMINISTRATOR PASSWORD

When Site Administrator forgets the EA3 admin password, admin activities such as creating
new user cannot be performed accounts. Following procedure can be used to reset admin
password. Note OS root password is required to successfully reset the EA3 admin password

1) Login as service user at EA3 prompt

2) Save System State from Service Desktop

3] Open a Unix Terminal

4) Become root by executing “su - “<enter OS root password>

5) Reset Admin password using /usr/g/scripts/resetAdminPassword.sh

6) Logout from the session

7). Login as admin user (with default password “install@install” ) and reset the admin
password

8) System is back to working state.

Recommendation: System should have at least two user admin accounts. One would act as
back up account.
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Note: Doing LFC when the root password is lost is not the most desirable solution. Thereis a

possible solution to recovery the root password using the rescue mode capability provided in
the SLES OS disk.

6. RESETTING AN APPLICATION NON-ADMINISTRATOR PASSWORDS

A user administrator can reset all users’ passwords without knowing old password using the
EA3 administration GUI shown in the previous section. The first password that is set for non-
admin user accounts should be temporary password. User Administrator should force the user

to change the password on next successful login after account creation and the new password
shall be compliant with rules.

EA3 Administration - Mozilla Firefox
Application Local Users Groups Enterprise

Add Local User

Max Logon Attempts Before Lock

Apply Configuration Restore Configuration

Local Users

cluser
Username root Change Password

root Change Name
Full Name:

Remove User

Administrator

Administrator

Add To Groups Remove From Groups

Apply Configuration
Restore Configuration

Figure 5 EA3 Administration Page in Basic Mode
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Replacement

/

Enterprise

Add Local User

_ [15-60]

annot include your Logon Name, cannat be a palindromie, or be easily guesssd.

Apply Configuration

Local Users:

admin

nd 1 non-alphanumeric character
8.

Restore Configuration

adrmin Change Password

Change Name

Adminigtrator

Add To Groups Femove From Groups

Figure 6: EA3 Administration Page in Advanced CyberSecurity Controls Mode

Launch EA3 administration Page from System tools=>Access Controls—=>User Admin Tool

Login as EA3 administrator

Choose the local user and select the Change password

Enter the new password twice and confirm change

It is recommended to select “Change Password on next login” checkbox
Click on Apply Configuration

ok wWNE

7. CERTIFICATE MANAGEMENT UI

The Certificate Management Ul is designed for organizing public and private SSL certificates.
It allows application on the scanner desktop to connect to the external servers securely using
the SSL/TLS certificates that are imported into the Certificate Management application.
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7.1. Generate Host Certificates
To generate certificates using below command

Login as EA3 Admin
Open an xterm
Run the following command as root

# openssl req -newkey rsa:2048 -nodes -keyout hostkey.pem -x509 -days 365 -out
hostcert.pem

When run this command two certificates will generate
1) hostkey.pem -- Private Key (This can be used in Device/Server itself)

2) hostcert.pem - Public Certificate (It can be used for to connect other
devices)

7.2.Copy the certificates into USB

mountUSB
cd /USB
copy <path to certificates> /USB

7.3.Launch Certificate Management Ul

1) Login to EA3/HIPAA authentication page as administrator role or GE service role
2) From Utilities Menu, select Service, to open the service desktop.

3) Select Utilities Tab, select Security Center.

4) Select Certificate management GUI menu item from Application Tab.

Page 15 of 38



MC3 1.1 ADVANCED CYBER SECURITY_DOD SERVICE MANUAL
DOC2388112 REV 1

Certificate Management - Mozilla Firefox

Certificate Management

Please import certificates and associate them with respective applications that support encrypted transfer.

# Certificate Expiry Date Applications Actions

Total Certificates on Device 0

Import Certificate : Get the certificate into this
machine from a USB or a type the certificate URL

Import Host Certificate Import Third Party Certfficate

Configure Certificate : Map the certificate to
components

Corfigure Certificate

Figure 7: Certificate Management

Note: Application tab is not displayed when the current user doesn’'t have EA3 admin or GE
Service role.

7.4.Importing Certificate

7.4.1 Import Host certificate:
1. Host certificate needs to be imported using USB.
2. After clicking on Import host certificate button following Ul will be displayed:
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Certificate Management - Mozilla Firefox

Certificate Management

Please import certificates and associate them with respective applications that support encrypted transfer.

# Certificate Expiry Date Applications Actions

Total Certificates on Device 0

Import Certificate : Get the certificate into this Certificate Name

Select USE

Configure Certificate : Map the certificate to Cruzer_Blade_1 |

components
Confi Certificat i i

Certificate Content

Figure 8: Certificate Management- Import Host Certificate
Enter certificate name.
select USB from dropdown
select the private key from dropdown
select the certificate content from dropdown and click on submit.

If certificate imported successfully then it will show success message.

© N o 0 & W

The imported certificates will display in the table as shown below:
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Certlflcate I‘u‘la nage ment

Ncalas and aSs50C tham with resgs Ipplcations that suppeet an

1. rmp--ﬂ Cartificaia . Set the certificate into this maching from a US8

imoor T Pary Corvcae

2. Configure Caertiflcads - MMap the

Figure 9: Certificate Management- Imported Host Certificate

7.4.2 Import Third-party certificate:
1. Third-Party certificates can be imported using USB or URL.
2. After clicking on the “Import Third party certificate” button below screen will be displayed:

oo s oy Cocre

2. Configure Certfcate | Map ths cersficais 1o companants

Configure Ceiicate

1 1 S
Certificate Content
Cartifcates URL

I e

Figure 10: Certificate Management- Import Third party Certificate

Steps to import Third party certificate using USB:
1. Enter certificate name.
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2. Select USB from dropdown
3. Select the certificate content from dropdown and click on submit

Steps to import Third party certificate using URL:
1. Provide certificate name.
2. Provide certificate URL

7.5.Configuring certificate to Applications
After clicking on the Configure certificate below screen will be displayed.

Expiry Date Applications

1. import Certificate Geo
e ate

mecr s rary Carc

2. Configure Certificate | Map the catificate to components

Confpure Canficate

Co e

Figure 11: Configure Certificate

To configure certificates, select the certificate and check the checkbox to which application
that particular certificate should be configured.
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1. Import Cartificate | Get the certificabe into tis macking from a LISE or a type the

cerhicats

i aracas | e o Py coice

2. Configura Cartificato - Mag thi

Configurs Ceificate

Cartificates
W et

i eal

E dicom

Figure 12: Configure Certificate -based on selection

After configuring it will display the success message and after refreshing the table the applications
configured to particular certificates will display in the table.

Certificate Management

Pilesase import centificates and associate them with respective agplications that support encrypted transfer

1. import Certificate  Gat the Cemficate Info this machine from a USEB oe

Jruficate USL

oot Tres Pary Corntcase

2. Configure Certificate . Map the ceruificate to coamponants
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7.6.View certificate screen:
After clicking on the view icon of any certificate below screen will display

View Certificate

Certificase

Name: publiccrevoless

Certuficate
Host Centificate

2860272020

—BEGIN PRIVATE KEY—
MAEVgIBADANS gk ghkiG OB ACQEFAASCEK gwggSKkAGEAAOIBAOCWHMGHT JY7C1Cp
OHEpXLUDemIVIUZOC hy@h2iF 3asi g oWnhgvHPOFNADIa24 Y JEZ+ XVTSEFERAG
Keoy: YWakemHxGueihy O (VePSQarYyByes QYiccalRiF Yawpyvsotn? Zivol TP PE3

TMoyN ST eaSawNEIVMIZTW2IW S F pbE3 X VANLMY x VO VT S iumlL dAD x b Z+ fs+nBGPIFr

OGAZemivW Y X BZxRONS X stOW SUSUZIUVARBAW JRLIZMAZIGWaC ar2vuz S 2irBo

—BEGIN CERTIFICATE—

MRESDCCAIC gAMBAGIIAMI hmmSRGHE oIMALGC SgG SR 3D CEBBQUAMHUXCZAIBNYV
Cortificate gayvTAKFVMQIWCQ YDVAGIEWIOSOELMAKGAT UESxMC OIUxDOAXBgNVEAOT AOSUVDE
Boay: MASGATUEC xMEVEVMRTE QMALGAI UEAXMMHVGV G VyMT EdMBsGCSqGSBIDOE JAR!
IGVZAGVYMUSNZ S50 20WHhc NMT kA ZMOE xN2M W hc NMVEAWAYI2MOE x N2 MzW|S1
MO CQYDVOOGEWIBVT ELMAKXGATUECBMCOQ0axCTAJBINVEBACLT A S VMOWACaYDVO

Figure 13: View Configured Certificates

7.7.Delete certificate screen:
After clicking on the delete icon of any certificate below screen will display

Delete Certificate

Catificate Expiry
Hama Date

pubiccrewol 53 EMAILADDRESS =tastar @ge. com, SEM2nI0
CH=Tasbarl, OUSTELE, O=NTT,
LB, STeCH, Csall

Figure 14: Delete Configured Certificates
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Upon clicking on the confirm button, certificate will be deleted.

If certificate is configured to some applications and if we try to delete that certificate,
it will not delete and show error message.

Certlflcate Management

Icates and 3S30Ciate them With respective apsdcations that SUPpPort encryy

] lmpon Cectificato  Get the Cortincate into this m
ats UR{

e s pary Corvrce

2. Configuro Certificato - Map the cerificaty

2. Comfigunr ConmiNote | Map the cemificatae e com
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7.8.Configure a TLS capable DICOM network host
Follow the below steps to configure DICOM Image transfer over TLS.

1. From ImageWorks screen, select Tools >> Network Configuration
= AR ©
# Exams: 2 Seloct i th:l Hane i

GE QA Phantom Jun 0319 CcT
Nov 30 05 cT

Service Shutdown R
July 2 217
512 792767 1024: 198191

Archive Status
Hetwork Status

AutoFilm is inactive

GE MEDICAL... —
GE MEDICAL... Network Configuration
k.

2| MEPS

|

Figure 15: Configure TLS Capable DICOM Host
2. The following popup titled Configure Network Hosts dialog will get displayed:
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Configure Network Hosts

Figure 16: Configure Network Hosts
3. Click on Add button in the Configure Network hosts Ul.
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Figure 17: Configured Network Hosts

Select the Secure Lock ( ) checkbox under Remote Host Information.
Enter IPv4 address.
Enter Hostname

Enter (or edit the default if needed) the Port number on which the remote DICOM TLS server is
listening

Enter AE title
Click ok
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10. Make sure the secure lock icon is displayed in the network host entry in the configured hosts

list

11. Select configured network host entry and click on Ping. Ensure that remote host is alive.
select Exam/Series/Image and perform any network operation on the configured host

8. PROCEDURE TO RUN VULNERABILITY SCAN

Security Vulnerability scanning is done on the CT System using Nessus Security Center before release
of the product. All Identified vulnerabilities are mitigated as appropriate based on risk they pose to
the product.

Critical and High-risk vulnerabilities, if any, are mitigated before the software is released.

CT system in the target configuration would not allow any connections other than those from pre-
configured IP address and ports/protocols. This will prevent vulnerability scanning on the CT system.
To generate a good vulnerability scan report, following steps are to be followed:

1.

2
3.
4

Login as Admin user from EA3 Login Ul.
Open a Xterm
Become OS root user by executing “su - “
Execute the following command
> /usr/g/.security/mc3/legacy_security/scripts/configvulnerabilityScan.sh --enable

Above command creates a temporary user called “vsuser” and password for that user
account will be displayed at the command prompt

Use the vsuser and the password for configure the vulnerability scanner for vulnerability
scanning

Note: Please note that above user's credentials will be valid for 2 days from the time of
creation.

Once Vulnerability Scan is complete, run the following command to remove the user and
put system back to the original/factory settings

> /usr/g/.security/mc3/legacy_security/scripts/configVulnerabilityScan.sh --disable

GE HC service engineer should contact GE if any critical issues are found.

For privacy and security concerns regarding GE products, please see http://www.ge.com/security
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Product Vulnerability & Incident Data & Network Security
Reporting Reporting

To report a potential vulnerability or security incident To report a potential threat to GE's data or network, or

involving a GE product, contact GE Product Security if you believe you have discovered an incident involving
Incident Response Team (GE PSIRT) using the form either, contact GE Cyber Incident Response Team (GE
below. Following submission, GE PSIRT will review the CIRT) using the form below. GE CIRT will implement
report and respond back with next steps. GE customers corrective action as appropriate.

with questions or concerns regarding cyber
vulnerabilities in a GE product may also contact GE
PSIRT through this form.

Report a Product Issue Report a Network Issue

9. PNF CONFIGURATION REQUIRED FOR CYBER SECURITY INSTALLATION
System Firewall:
1. System firewall must be turned “On” at all times.
2. To check the firewall status, perform the following:
- Open Service Tools > Common Service Desktop (CSD)
- Click on [Configuration] Tab and select [Configure PNF].

- Confirm status of Firewall.
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Service Desktop - Mozilla Firefox

Errar Logs Diagnostics Image Quality Calibration Utilities Replacement

= 4 8 &

| Configuration PNF Firewall Status: On
-9 Install Options
9] Verify Options Firewall: [Pause]»

(8] Configure PNF R STy
8] Configure EAT

{8 Install Camera
@] InSite Status

Firewall Rules

dAll
© Named Servic
QAIIowed Nodes:

Allowed Network

Name P Interface

Add a rule

@ DICOM: Configure DIC ort (2

Allowed Network
Name Pol Protocol
IP Interface

dicom E 4006 fop Defal EEE

tep Default:eth2 Delete

Cleanup System Resets

Figure 18: PNF Configuration

Any existing filters on the system will be displayed. Review and remove any filters that are not
needed.

By default, all inbound connections are blocked by the CT System’s internal firewall, with the
exemptions listed in the table below.

The column “Recommended configuration of network infrastructure” describes the suggested
configuration of the network infrastructure regarding the different network services.
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Local Allowed Protocol | Recommended Network service
port Remote IP configuration of network

infrastructure
4006 Any TCP Open to all HDO approved | DICOM

/ authorized DICOM
server(s) configured on the
system. This is by default
configured in the DICOM

tab.
8081* | Any TCP In PNF, Expert tab add McAfee ePO
new filter as below agent

Name: ePO <Any name>
Allowed IP: <Enter IPv4
address of ePO Server
Allowed Port: <8081 or
Agent Communication
port>

Protocol: TCP

2762 Any TCP Open to all HDO approved | DICOM over TLS
/ authorized DICOM
server(s) capable of TLS
communication
configured on the system.

514* Any TCP No PNF configuration Syslog-NG log
needed on CT Console transfer to
client side. Syslog-ng uses | remote Log
TCP port 514 (Default), Server

User can configure
different TCP port on the
Server

Table: Inbound firewall configuration for CT System

*Note that ports configured can be different from defaults listed above. Firewall configuration should
be updated accordingly.

10. MALWARE PROTECTION

10.1. Overview
Anti-virus is a software used to prevent, detect, and remove malware / viruses.

McAfee Endpoint Security for Linux Threat Prevention as an option. Once installed, the Antivirus
software starts protecting your CT system from threats. The software uses the latest anti-malware
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engine from McAfee.

When enabled, the software checks for viruses, trojans, unwanted programs and other threats by
scanning files and folders on local drives, network-mounted volumes and removable media whenever
a file is created or accessed. On Access scans are disabled by default for performance reasons.

You can also run scans on demand. An on-demand scan can be initiated from the Security Center by
clicking the Antivirus menu item in the left navigation area.

McAfee Endpoint Security (ENSL) is installed when “AntiMalware_McAfee_standalone” or
“AntiMalware_McAfee_EPO” option is installed. ENSL can be configured to work in the two modes:
Managed mode (i.e., with ePO Server) or Standalone mode (i.e., without ePO server). For managed
systems - ePO administrator configures and manage the protection configuration policies using
these servers.

» McAfee® ePolicy Orchestrator® (McAfee ePO™)

» McAfee® ePolicy Orchestrator® Cloud (McAfee ePO™ Cloud)

Following are the acronyms used in this section:

DAT:  McAfee DAT Signature Database
ENSL: McAfee Endpoint Security for Linux
EPO:  McAfee ePolicy Orchestrator

MSA: McAfee Security Agent

ENSL provides the following Virus Scan methods.

- Custom On-Demand Scan
Custom On-Demand scan must be scheduled from EPO. It schedules a task defined by the
user to scan on files and directories at specific times.

- On-Access Scan
This type of scan is disabled because it causes high system load and affect CT functionalities.

- Policy-Based On-Demand Scan client tasks — Run a Quick Scan or Full Scan on the client from
McAfee ePO. Configure the behavior of these scans in the policy settings for an on-demand scan

To integrate with ePO, additional configuration procedure is required in EPO side. Server-side
procedure/methods for configuration of ePO Server are not in scope of this document and need to
refer to McAfee Installation / Product Guide for details.

When ePO Server is configured, Virus signature database (DAT) should be updated or scheduled
using ePO. Virus scans should also be scheduled from the ePO Server

WARNING: Antivirus scans on CT Scanners are compute intensive and takes significant amount
CPU, memory and disk resources that can potentially interfere with normal operating functions
of CT Scanners including but not limited to scan acquisition, calibrations and image
reconstructions. Users might perceive significant slowness of the system if Antivirus scans are
run in the background. It is recommended to not run Antivirus scanning when the system is used
for normal clinical operations. The IT or hospital administrator responsible for Antivirus scans
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must coordinate with technologists/users of the CT scanners for proper downtime to complete
Antivirus scans.

When an user starts a patient scanning session by clicking the accept button and if the system
detects an antivirus scan in the background, the system will first stop the antivirus scan before
proceeding into patient scanning session.

10.2. Managed Mode (Manage from ePO Server)

10.2.1 Installation of Anti-Malware solution

When “AntiMalware_McAfee_EPO” option is installed, McAfee Endpoint Security (ENSL) is installed by

default.
For option installation please refer to the install option procedure.

10.2.2 Configure McAfee Agent for Managed Mode

1. Login as user with Administrator privileges in EA3
2. Launch Antivirus Ul from Security Center. Click on Antivirus EPO Setup Tab

Antivirus - Mozilla Firefox

McAfee Endpoint Security for Linux Threat Prevention [ENSL]
Antivirus Scan = Antivirus EPO Setup | Antivirus Non-EPO Setup EP

Antivirus Details

Anti n

Apply EPC Settings

Figure 19: Antivirus EPO Setup
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1. Fillin the following details

e EPO server IP address : ePO IP Address

e EPO port number : ePO port number

e User Name : ePO server administrator Username>
e EPO password : ePO server administrator Password>

2. Apply the configured EPO settings. Check the Status Information box

Status Information
&Pl 'tgr'u-r' Configured successfully.

3. Loginto the ePO server
4. Ensure that the configured system is listed in the system tree in ePO Server

Note:

McAfee Agent uses port 8081 and 8443 on EPO server and 8081 on CT for Agent-Client
communication. Open port for access. Port can be configured in EPO server. If default port is not
used, refer EPO server configuration and open appropriate port.

For managed systems, the configurations that you set using the command line is overwritten
during the policy enforcement.

Refer to Firewall section on how to add ports 8081 and 8443 to whitelist in order to allow
communication between ePO server and McAfee agent.

10.2.3 Schedule an On-Demand virus scan from ePO server

Refer to McAfee Installation / Product Guide for details on how to schedule an on-demand
scan

Important Note:

e On-demand scan will take 15-30 min (depends on system load, number of files) if scan all
files under / directory. Scan will be aborted if system is shutdown or rebooted during
scan

e Virus Scan consumes amount of CPU resources and it may affect CT system performance
( slowdown, etc). Consider when Virus Scan is executed.

e Virus Scan result can be queried and report can be created on ePO.
ePo > Queries & Reports
e On-demand scan will be executed during a patient exam

10.2.4 Schedule creation for Virus Signature (.DAT file) update on ePO Server
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Refer to McAfee Installation / Product Guide for details on how to schedule an on-demand
scan

Note: Master Repository shall be updated daily as Server Task. It is scheduled as default but
need to review Server Task Log and confirm DAT is latest on Dashboard.

10.3. Standalone license mode (when ePO server doesn't exist)

10.3.1 Installation of Anti-Malware solution

When “AntiMalware_McAfee_standalone” option is installed, McAfee Endpoint Security (ENSL)
is installed by default with a full license.

10.3.2 Launching McAfee Agent in Stand-alone Mode

1. Login as user with Administrator privileges in EA3
2. Launch Antivirus Ul from Security Center. Click on Antivirus Non-EPO Setup Tab
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Antivirus - Mozilla Firefox

McAfee Endpoint Security for Linux Threat Prevention [ENSL]
Antivirus Scan  Antivirus EPO Setup  Antivirus Non-EPO Setup EF

-Antivirus Details

b, The filename wi similar to

PO from DAT tab, The filename will be similar to

d in the Antiy

0N status Information

Figure 20: Launching Antivirus application in Stans-alone mode

10.3.3 Stand-alone Mode Cron jobs

When “AntiMalware_McAfee_standalone” option is installed, a weekly cron job is scheduled to run
the antivirus scans and engine & DAT updates.

The user can specify the antivirus scan time by running /usr/g/scripts/schedule_antivirus.sh. The
default scan time is 3:00 AM every Friday.

10.3.4 Start Anti-virus scan manually

1. Login as user with Administrator or GE Service privileges in EA3
2. Launch Antivirus Ul from Security Center. Click on Antivirus Scan Tab
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3. Click on Start Scan
Antivirus - Mozilla Firefox

McAfee Endpoint Security for Linux Threat Prevention [ENSL]
Antivirus Scan  Antivirus EPO Setup Antivirus Non-EPO Setup EFC

Status Information
Antivirus Scan 1s Mot Started

Antivirus Scan Result Detalls Antivirus Scan Information

Last On-Demand Scan Result List of Files Being Scanned:

Figure 21: Start Anti-virus scan in Standalone mode
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4. Once user click on “Start Scan”, Anti-virus scan will be running state

Antivirus - Mozilla Firefox

McAfee Endpoint Security for Linux Threat Prevention [ENSL]
Antivirus Scan = Antivirus EPO Setup  Antivirus Non-EPO Setup ERC

Antivirus Details

Status Information
Antivirus Scan 1s Not Started
Please walt scan 1s Starting
Antivirus Scan 1s Running

Antivirus Scan Result Details Antivirus Scan Information

Last On-Demand Scan Result List of Files Being Scanned:

Figure 22: Anti-virus scan is running in Standalone mode

Anti-virus scan will take 30min ~1 Hour or more based on System available resources. Please wait to
complete anti-virus scan

5. Once Virus scan completed, message “Antivirus scan is completed” will be shown in Status
Information pane.
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McAfee Endpoint Security for Linux Threat Prevention [ENSLTP]

Antivirus Scan ~ Antivirus ePO Setup  Antivirus Non-ePO Setup ePO Server Status:

Antivirus Details
Antivirus Version :10.6.4.114

Engine Version :6010.8670

DAT File Version :19529.0

Antivirus Scan

Status Information

m Antivirus Scan is Completed

‘Antivirus Scan Result Details
Last On-Demand Scan Resulit

Scan Completed
Time

Files Scanned : 535791
Files V;xcluded 10

Errors 118

:9349.160871s

Timeouts 20!
Infected )

onDemand Scan
Log

Recent On-Access Scan Results

OnAccess Scan
Log

Antivirus Scan Information

List of Files Being Scanned:

e OS Libraries
e Application Softwares
* Servers

» Configuration Files

List of Files Excluded from Scan:

e System Log Files
* Application Log Files

e |mage Data

Figure 23: Anti-virus scan completed in Standalone mode

If any virus detected during anti-virus scan, then it will through attention pop-up with following
message “WARNING: VIRUSES WERE DETECTED. Call GE Service
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& Attention

WARNING: VIRUSES WERE DETECTED. Call GE Service
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